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Overview

System Account User Guide

The purpose of this guide is to provide information to users of personal application programming
interface (API) keys and users of system accounts. System accounts are for any system that needs to
connect to beta.SAM.gov for large data transactions on a repeated basis.

Users who are interested in downloading prepared data extracts do not need to use an API to do so.
Any user can go directly to beta.SAM.gov and initiate a search to view public data.User do need to have
an account and be logged into the site to extract or pull formatted data from the site. Data is available
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from the site by searching, then downloading search results, or by using the Data Services link in the
menu bar to find downloadable CSV files. The latter option is recommended for those who want
complete data sets.

Once logged in, there are multiple ways to access data on the site:

1. Directly from the site:

a. Logged in users will have a Download option to extract data from search results,
individual items, or Data Bank reports to their computers.

b. Recommended for specific data needs
C. https://beta.sam.gov

2. Data Services extracts:
a. Scheduled generation of data into downloadable CSV files
b. Recommended for whole data sets
c. https://beta.sam.gov/data-services

Personal APl Key

A personal API key provides access to one or more Application Programming Interface (APIs to
systematically pull detailed information from beta.sam.gov using various searchable parameters.
Personal APl keys are recommended if you need to request real-time limited public data through a
Representational State Transfer (REST) API service. The benefits of a personal APl key include that it:

1. Belongs to you regardless of what organization you work for,

2. Contains your own personal information, and

3. May stay with you even when your role in your organization or the permissions you need to do

your job change.

Non-Federal System Account

Non-federal system accounts are for systems not managed by the federal government that need to
connect via Simple Object Access Protocol (SOAP) or REST API to systematically pull detailed
information from beta.sam.gov using various searchable parameters. They are recommended if you
are requesting frequent or large amounts of public data through a SOAP or REST APl service. A
non-federal system account:

1. Represents a particular information technology (IT) system,
2. s primarily for systems that need to automate the pull of data through extracts or web

services, and
i. Isusefulif multiple usersin your organization need to access the same extract

or web service.
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Federal System Account

Federal system accounts are for systems managed by the federal government that need to connect via
SOAP or REST API to systematically pull detailed information from beta.sam.gov using various
searchable parameters. Federal system accounts are the only way to request For Official Use Only
(FOUO) or Sensitive data access through a SOAP or REST API service. A federal system account:

1. Canrequest access to view sensitive data through search or extracts,

2. Represents a particular federal IT system,

3. Is primarily for systems that need to either send data to beta.SAM.gov (such as a contract

writing system) or automate the pull of data through extracts or web services, and
4. s usefulif multiple users in your organization need to access the same extract or web service.
5. The specifications for personal APl keys and system API calls can be found at

https://open.gsa.gov/.

The two main ideas to help you understand which category your system belongs to are the number
and type of connection needed.

Type of Connections and Rate Limits

Any user can request a personal API key from their profile page. This API key can be used to get, or pull,
public data from beta.SAM.gov with a restricted number of requests per day.

If more connections are needed, then you will need to request a system account. This has additional
steps and validations to allow for the increased request volume and the data access. If you represent a
federal department or independent agency managed system, then you will need to have someone
with a federal user account register and follow the steps below under Federal System Accounts or
Non-Federal System Accounts.

Connecting Source Type of Connection Default Rate Limit

Non-federal user with no role Personal APl key 10 requests/day
Non-federal user with a role Personal APl key 1,000 requests/day
Federal User Personal API key 1,000 requests/day
Non-federal system System account APl key 1,000 requests/day
Federal system System account API key 10,000 requests/day

Only one active API key is allowed per account.
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Interface Specifications

All request and response details for the REST and SOAP APIs are documented on open.gsa.gov. Before
requesting a system account, please review the specifications and requirements for any connection
you wish to pursue, including access controls, send and response parameters, format, and any specific
system requirements.

Permissions for Data Access

If you determine that you need a system account, you will need to establish what data you have a
business need to access and what actions you will be completing.

If you are just pulling data or using GET calls, then you will only need read permissions to the data. If
you are writing, sending, or using POST and PUT calls, then you will need write permissions. Only
federal accounts can access For Official Use Only (FOUO) or Sensitive data permissions, and only
federal accounts are allowed to write data.

Non-federal users can only select the public read permissions when submitting a system account
request.

The domains (data sets) and the permissions allowed within that domain are:
1. Contract Opportunities
a. Permission: Read Public
i.  Definition: Users already have access to view the public Contract Opportunity
data on the site. This permission grants access to the public APIs for active and
inactive contract opportunity notices.
b. Permission: Read Sensitive
i.  Definition: This grants access for a system to obtain a read-only copy of all
contract opportunities data for an organization in the federal hierarchy, to
include published active and inactive notices, draft notices, and any sensitive
but unclassified attachments. The system request must detail the business
need for this level of access specific to accessing controlled but unclassified
documentation that has been uploaded.
c. Permission: Write Public
i.  Definition: This grants access for a contracting office system to write
(submit/post) contract opportunities data for a federal hierarchy organization
to include published active and inactive notices and draft notices while
excluding any sensitive but unclassified attachments. The system request
must detail the business need for this level of access to post pre- or
post-award contract actions, and must specify the contracting office(s).
d. Permission: Write Sensitive
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i.  Definition: This grants access for a contracting office system to write
(submit/post) contract opportunities data for a federal hierarchy organization
to include published active and inactive notices, draft notices, and sensitive
but unclassified attachments. The system request must detail the business
need for this level of access to post pre- or post-award contract actions with
controlled but unclassified documentation, and must specify the contracting
office(s).

2. Contract Award Data (Coming Soon)
a. Note: Contract award data is still authoritative in FPDS.gov, and is not yet available in

beta.SAM.gov.

3. Entity Information
a. Permission: Read Public
i.  Definition: Users already have access to view the public entity registration and
exclusion data on the site. This permission grants access to APIs for public
entity registration and exclusions data only.
b. Permission: Read FOUO
i.  Definition: Federal government users already have access to view FOUO
information on the website when they log in using their federal government
user account. This role additionally grants a federal government system access
to FOUO information in the SAM FOUO extracts and APIs. FOUO information
includes all public data plus non-public entity registrations, FOUO points of
contact, Dun and Bradstreet (D&B linkage, D&B monitoring, and size metrics.
The system request must detail the business need for this level of access to
FOUO data.
c. Permission: Read Sensitive
i.  Definition: This role grants the federal government user access to sensitive
registrant information using the SAM.gov website, extracts, and web services.
Sensitive information includes all FOUO information plus the banking
information for Electronic Funds Transfer (EFT) and TIN. The system request
must detail the type of system (financial or contract writing), the business
need to specifically view sensitive entity data, and the business need to access
TIN data or EFT actions.

4. Federal Hierarchy
a. Permission: Read Public Only
i.  Definition: Users already have access to view the public federal hierarchy data
on the site. This permission grants access to the public APIs for active
department and sub-tier federal hierarchy data only.
b. Permission: Read FOUO
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i.  Definition: Federal government users already have access to view FOUO
information on the website for their federal organization when they login
using their federal government user account. This permission additionally
grants the federal government user access to FOUO information in the federal
hierarchy API. FOUO information includes all public data plus the department
through office-level data and full hierarchy lookups of active and inactive data,
which includes both public and FOUO data. inactive notices, draft notices, and
sensitive but unclassified attachments. The system request must detail the
business need for this level of access to FOUO data.

5. Assistance Listings
a. Permission: Read Public
i.  Definition:This grants access to the public API for active published assistance
listings public data and the historical index for archived assistance listings.

6. Wage Determinations
a. Permission: Read Public
i.  Definition: Users already have access to view the public wage determinations
data on the site. This permission grants access to the public APIs for active
published and inactive wage determinations Service Contract Act (SCA) and
Davis-Bacon Act (DBA) public data only.

7. Reference Data
a. Permission: Read Public
i.  Definition: This grants access to the public APIs for location services which
shall only be used to validate data before sending contract opportunities to
the site for fields such as the state, city, zip, and country.

Personal APl Key

A personal APl key is used for either a non-federal or a federal user to access small amounts of data as
needed by a single user account. If larger amounts of data are needed, access to non-public data is
needed, or multiple users need access to the same API key or access point, then please see the Federal
System Accounts sections of this user guide. If you will only be using data through the website
interface or through an agency system, then you do not need an API key.

Requesting a Personal APl Key

1. Sign into the site.
2. Navigate to your profile page from the user profile icon located in the header of any page.
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3. Navigate to the section titled Public API Key.
4. Select Request API Key if you have determined you will need an API key.

Public API Key

Oy re quest a 1 AP key if vaur profile will individually access beta SAM.gov data via an AP If vou are just enter |'=_:| (4] I'=_|:' e

front end or from an agency system, then you do not need an API key.

Request API Key

5. You now have access to the API key.

Public APl Key

Expiresin B days | ***veeeseeseesssssatacies @

6. The API key will be hidden when you navigate to this page in the future and, to display the key,
you will need to click on the eye icon and enter a one-time password (which will be emailed to
you) to view the key.

a. For security purposes, this field is concealed with an additional step to reveal it.

b. The one-time password will be sent to the email for the profile you are requesting the
API key for.

c. Enter this code into the Enter One-time Password field and submit any time you wish
to see the API key.

U. S. General Services For more information about the IAE,
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7. You can now use this APl key to complete a limited number of calls through the site interface

connections as documented on open.gsa.gov.
a. Asanon-federal user, you will have access to public data only. As a federal user, you

will have access to both public and FOUO data.

Personal APl Key Rotations

API keys expire every 90 days. You will receive email notifications beginning 15 days prior to the
expiration of the API key. A backup API key is generated on the 75th day. Both the backup and primary
key will work during the 15-day window before expiration and will be available on the System
Accounts detail page. The primary key will expire after this 15-day window and the backup key will
become the primary key at that point.

.
Public APl Key
Only request an API key if your profile will individually access beta. SAM. gov data via an API. If you are just entering through the

front end or from an agency system, then you do not need an API key.

Expiresin 2 days -
I @ ’—I

Expires in 76 days

Removing a Personal API Key

1. Ifyou just requested an API key, you will not be able to remove it for 24 hours. This is a security

protocol.

A U. S. General Services For more information about the IAE,
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Public API Key

Only request an API key if yvour profile will individually access beta. SAM.gov data via an AP, If you are just entering through the

front end or from an agency system, then you do not need an AP key.

Expiresin 89 days | ttireeeesessssessnseses @ [

2. After the time limit expires, from the Public API Key section of your profile page, you can select
Remove API Key.

Public APl Key

Only request an APl key if your profile will individually access beta. SAM.gov data via an API. If you are just entering through the

front end or from an agency system, then you do not need an API key.

Expiresin2 days —
) @ j

Expires in 76 days

Remove AF| Key

3. You will need to verify through a popup that you want to remove the API key.
a. When Yes, remove API key is selected, the API key is deactivated and can no longer be
used for connecting to the site.
b. When No, keep API key is selected, the popup will be dismissed and the API key will
continue to be available.

A Are you sure you wish to remove the API key?

‘ Mo, keep API key. Yes, remove AP key.
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Federal System Accounts

Afederal system account is for a system managed by a federal department or independent agency. As
federal systems are allowed to request access to non-public data, there are additional access controls
and security approvals needed that are integrated automatically into the request process.

Accessing the System Account Workspace

The first step to requesting a system account is to register as a federal user. To do so, simply select Sign
in on the header of any page, and complete the registration with your federal government email
address. After you complete registration, you will have access to a “workspace” where you, as a user,
can manage specific data or items. Each workspace is tailored to the user based on roles, permissions,
and personal preferences.

Each service has a specific area of the workspace that allows a user full management of the related
items. As a federal user, you will need to be granted a system account role. These can only be granted
by the agency Integrated Award Environment (IAE) Change Control Board (CCB) member or another
system account administrator at your agency. If you need assistance identifying your CCB member or a
system account administrator, please contact the Federal Service Desk.

The two possible roles are:

e System Account Administrator: The system account administrator role allows you to submit a
request for a system account to the General Services Administration (GSA) for approval. It also
allows you to assign and approve roles for other people who will be managing your systems.

e System Account Manager: The system account manager role allows you to edit systems that
you are responsible for. It allows you to create requests for system accounts, which are sent to
your agency system administrator for approval before being sent to GSA for approval.

Once you have a system account administrator or system account manager role, follow these steps:
1. Afteryou have logged in, navigate to your main workspace from the header on any page.

2. Select System Accounts from the widgets to go to your detailed system accounts view.

System Accounts

2 4 1 0 0

ACTIVE DRAFT CHANGE REQUEST PEMDING DEACTIVATED
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3. This pageis known as your “tier 2 workspace” for system accounts. Review this page for any
system accounts to which you are already connected through your role or agency.

@ System Adccounts Direstory

Keyward f
System Accounts
Administrator | Manager
% Sheing 1 - 7ol T results Sort By | Unique Account 1D V| I m

Domaing braft ALtiong W

s Testing Organization Level

L really - no actual connection
Contract Opportunities
Entity inforsstion Organization: Domain:

Requesting a New System Account

1. From the tier 2 system accounts workspace page, select New Account to start the new system
account request process.

¢ System Accounts Directory

Koayward
System Accounts
Adminittrater | Mansger
- Showing 1 - Tof Tresults Sort By | Unigue Account 1D 'V| | Y m
omains oraft Actions we

N Testing Organization Level
Conkract Data

Lo Eradt OhppsirTuiigigs

Entity Information Grganization; Domain:

2. Enterthe details for the system account you wish to establish:

a. System Account Name: Unique name that helps you and others identify the account
from any other you or others in your organization manage

b. Interfacing System Name and Version: Actual full name of the connecting system and
version number

c. System Description and Function: The business reason for your system connection.
This includes any justification for access to non-public data and any justification for
sending data to our system.

U. S. General Services For more information about the IAE,
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3. When all fields are complete, select Next to move to the next section. Red text will appear by
any field that fails validation with information on what needs to be updated. Correct the issue
to move forward.

4. Selecting Cancel at any pointin the process will delete the current edits and return you to the
tier 2 system account workspace.

rispace | System Accounts Directory

[ ] .‘:y'.'.'lrm|r.|fn-rmn!iull
¥ . A Draft
Complete and submit this form to request a new system account. All fields are requined for security review to
establish your account, unless marked as optional,

Edit Rewiew
System Account Name

An account with this name already exists

tesi

Interfacing System Name and Version

S}':.hrm Dfs:ripliq-n and Function

Example: The

Lance

5. Enter the specific organization information for the system account you wish to establish:

a. Organization: You will see your organization’s hierarchy as permitted by your role. If
your role is to a specific sub-tier or office, you will only be able to associate your
account to that level. A system account administrator at a higher level will be able to
manage your account and grant higher access if needed. You must enter one
organization for your system account.

U. S. General Services For more information about the IAE,
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b. System Account Administrators: These specific users will be listed with the account
and identified as points of contact (POC) for any communications. You will only see
available administrators within your agency who have the system account
administrator role already. We recommend listing at least two administrators.

c. System Account Managers: These specific users will be listed with the account and
identified as POCs for any communications. You will only see available managers
within your agency who have the system account manager role already. We
recommend listing at least two managers.

6. When all fields are complete, select Next to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end
of the page.

7. Selecting Actions and then Delete from the dropdown will delete the draft in progress and
route the user back to the tier 2 workspace page.

Q System Information - . Dwaft
® O ization Informat
rganization Information Test New Accuu nt system Accou“t REq uest

O Permissions Complete and submit this form to request a new system account. All fields are required for security review to
establizh your account, unless marked as optional.

(O Security Information

{:'l Authorization Edit Review Actions w
Organization

=

System Account Administrators

System Managers (Optional)

:J -{.:.: Pr"vlm ﬂ

8. Enter the specific permissions for the system account you wish to establish:

U. S. General Services For more information about the IAE,
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a. Review the previous section titled Permissions for Data Access to identify the specific
permission requirements for your system. If the requested permission is not properly
justified, the account request will be rejected.

9. Selecting Terms of Use will open a popup window that displays the full text of the terms of use
you will be asked to acknowledge and agree to upon system account submission.

10. Select the correct overall Federal Information Processing Standard (FIPS) categorization.

11. When all fields are complete, select Next to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end
of the page.

U. S. General Services For more information about the IAE,
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Edit Review Actions w*

What do you need? Terms of use

Contract Opportunities
Read Public
| Read Sensitive
| Write Public
Write Sensitive
Contract Data
| Read Public
| Write
Read DoD Data
Write DoD Data
Entity Information
Read Public
Read FOUO
Read Sensitive
Federal Hierarchy
Read Public Only
Read FOUO
Assistance Listings
| Read Public
Wage Determinations

Read Public

Reference Data

| Read Public

Overall FIPS 199 Categorization

12. Enter the specific security information for the system account you wish to establish:

U. S. General Services For more information about the IAE,
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a. IP Address: This should be the specific Internet Protocol (IP) address or addresses for
the system connecting. If the IP is masked by Classless Inter-Domain Routing (CIDR),
then the range should be entered here.

b. Type of Connection: Any connection the system will use should be selected, such as
REST API, SOAP, etc.

c. Physical Location: The primary physical location of the system.

d. Security Official: Your agency Information System Security Officer (ISSO) or other
security personnel (NOT the GSA security reviewer).

13. When all fields are complete, select Next to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end
of the page.

U. S. General Services For more information about the IAE,
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Warkipece  System Accounts DNrectony

@ Systerinformation

RKCEACE g
@ oprmeniemies Test New Account System Account Request
0 Permissions Complete and suzmit this form to reguest & new system sccount, A0 fields are required for secunty review to

establizh Yo BEount, uniess marked ez cptanal
' Security Information

0 Autharization Edit  Review Actiona
IF Addreszes
Add the P address es!| weed by your systerm, Al systen to systemn reguests must come from onie of these [P
ad & de DR rma & BEE O ezzes. Bcarnple: 198 138.0.0/18

Type of Connection
= e SNE OF MONE SONRSINoN Ty for thel DyEbem &0
W
Physical Location
Bample The CHE cumently residies in Ashburn, WA oe XYZ Dotz Center
A
Security Official
Provade the name and smail sddress of the 0 U TSPONSADE FOr The S80ul e EMECInE DEm ([ Uhe
550, for exarmgle
Narme
Ermiail

e ||

14. Enter the specific authorization for the system account you wish to establish:
a. Supporting Documentation: Documentation can include Authority to Operate,
Memorandum of Understanding, or other official documentation showing the system
is a federal system and meets security, privacy, and other federal standards.
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15. When all fields are complete, select Review to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end

of the page.

Norkspace  System Acoounts I}irecu:-ry

Q System Information
ﬂ Organization Information
0 Permissions

ﬂ Security Information

r EASE Draft
Test New Account System Account Request
Comglete and submit this form to request a new system account. All fields are required for security review to
establish your account, unless marked as oplional.
Edit Review Actions w*

Supporting Documentation

Artachments

&3 Deag and drop files here, or browse

Authorizing Official
| confirm that | am the authorizing official for the requested Systern Account and certify that all the provided
information is current and cormect

Hame
Mot Vet Certified

Date

Cancel Previous Reviev

16. Before final submission, review the application. Select Edit to change or update any section.
17. The final Submit selection will be available after all sections show as completed.

U. S. General Services For more information about the IAE,
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Workspace System Accounts Directory

Q ':-:ml;'-.:. Information

L A Dwaft

0 QOrganization Information
Test New Account System Account Request

0 Permissions Complete and submit this form to request a new system account. All fields are required for security review to
establish your acoount, unless marked as optional.

o Security Information

s Heview S

System Information # Edit
Unique System ID:Test New Account System Account Request
Interfacing System Name and Version:test data being entered
System Description and Function
Mo actual connection will be established - this is best texd anly,
Organization Information o Edit
Department:General Services Administration
Agency:Federal Acquisition Service
System Account Administrators
Salomeh Ghorbani
System Managers

18. After selecting Submit, the user will be routed to accept the terms of use.

Workspace  System Accounts Directory
a System Infarmation o
o Organization Information
et o Test New Account System Account Request

0 Permissions Complete and submit this form to request 3 new system account. All fields are required for security review to
establish your account, unless marked as optional.

a Security Information
System Information # Edit
Unique System ID:Test New Account System Account Request
Interfacing System Name and Version:test data being entered
System Description and Function
Ne actual connection will be established - this is test text only.

19. You must review all sections included in the terms of use document.

U. S. General Services For more information about the IAE,
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20. At the end of the review, you must accept the terms of use through a one-time password sent
to the email address of your user account.

A sAMEDy
TERMS OF USE

You have requested access to

For Official Use Only (FOUOQ) Information

It is important to read and adhere to the terms of use.

ACCEPTABLE USE POLICY

| accept the responsibility for the information and U.S. Federal Government system to which | am granted access and will not exceed my authorization
level of system access. | understand that my access may be revoked or terminated for non-compliance with Government security policies. | accept
responsibility to safeguard the information contained in these systems from unauthorized or inadvertent modification, disclosure, destruction, and use. |
understand and accept that my use of the system may be monitored as part of managing the system, protecting against unauthorized access and verifying
security problems. | agree to notify the appropriate organization that issued my account(s) when access is no longer required.

PRIVACY ACT STATEMENT

21. After accepting the terms of use, the user will be routed back to the tier 2 workspace page.

22. The submitted account request will appear in the results section with a status of either
“Pending Review,” “Pending Permissions Approval,” or “Pending Approval” depending on the
role of the user submitting the request and the permissions selected for the account. Continue
to the Review States section below for more on the workflow steps the request will go through.

Review States

The most current status of a system account can be seen through the tier 2 workspace page. If at any
point a system account request is rejected, the request will be moved back to draft for editing and, if
desired, resubmission.

All changes to status are recorded in the history of the system account request and email notifications
to both the submitter and those reviewing are sent automatically.

The following status and workflow is used for approvals.

1. DRAFT: System account managers and administrators can edit the draft.

2. PENDING REVIEW: If the original request was submitted by a system account manager, the
request is now awaiting approval from the listed system account administrators, who will
review and approve (or reject) the system’s business need to access the data requested in the
format requested.

3. PENDING PERMISSIONS REVIEW: GSA check of the account’s requested data access

4. PENDING APPROVAL: GSA security review

5. PUBLISHED: The request has been approved and the account can now be used to access the
data.
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Non-Federal System Accounts

A non-federal system account is for any system managed by an entity or other non-federal
organization. The first step in requesting a system account is to register as a user. No specific roles or
permissions are needed beyond the basic user profile.

To log in, simply select the Sign in link in the header. From here, you can enter your existing login.gov
credentials or create a new account.

Once you have registered as a user, follow these steps:

1. After you have logged in, navigate to your main workspace from the header on any page.
In the System Accounts widget, you will see all the accounts that you have submitted as well as
the system accounts for which you are listed as the Other System Account Holder. Select
System Accounts from the widgets to go to your detailed system accounts view.

System Accounts

Co ) (o) (o) 0 0

ACTIVE DRAFT CHAMNGE REQUEST PENDING DEACTIVATED

3. This page is known as your “tier 2 workspace” for system accounts. Once you have created,
submitted or associated to a System Account, you will be able to see those accounts on this
page.

Keyword WORKSPACE

| System Accounts

Domains
[
[ | Assistance Listings

[ contract Data
[
[
[

| Contract Opportunities o You currently do not have any system accounts or applications

| Entity Information

| Federal Hierarchy

| Reference Data

| Wage Determiniations
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Requesting a New System Account

4. From the tier 2 system accounts workspace page, select New Account to start the new system
account request process.

Keyword WORKSPACE

| System Accounts

Domains
[
[ ] Assistance Listings

o You currently do not have any system accounts or applications

o
=
=
o
A
o
o
oy
)
o

[
[
[
|| Reference Data

| Contract Opportunities
| Entity Information

| Federal Hierarchy

| Wage Determiniations

5. Enter the details for the system account you wish to establish:

a. System Account Name: Unique name that helps you and others identify the account
from any other you or others in your organization manage

b. Interfacing System Name and Version: Actual full name of the connecting system and
version number

c. System Description and Function: The business reason for your system connection.
This includes any justification for access to data.

6. When all fields are complete, select Next to move to the next section. Red text will appear by
any field that fails validation with information on what needs to be updated. Correct the issue
to move forward.

7. Selecting Cancel at any point in the process will delete the current edits and return you to the
tier 2 system account workspace.
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Workspace | System Accounts Directory

@ System Information
WORKSPACE Dt

[ AN

New System Account

Complete and submit this form to request a new system account. All fields are required for security review to
establish your account, unless marked as optional.

Edit Review

System Account Name

Provide a unique name for your new system account.

Test New Non Federal Account

Interfacing System Name and Version
Provide the name and version of the system that will be connecting to SAM.gov.

System Description and Function
Example: T]

the intor

t their system tracks all incoming commitment requests and capfures
t their system tracks all incoming commitment requests ang capfure

Cancel

8. Enter the specific Entity information for the system account you wish to establish:

a. Entity: If this connection is for an Entity with a current Public Entity Registration, then
you can enter that Entity here. If this is not an Entity with a current Public Registration,
then you can leave this blank.

b. Other System Account Holder: This is a mandatory field. You must enter the email
address of another Non-federal user that is registered with the site. This user will be
considered as the Joint account holder for this account and will have permissions to
manage this account. This user will also be the first level approver for the account once
you submit the account. You cannot enter your own email id in this field. You will see
an error message in red next to the field if you do not enter a valid user that meets all
the above requirements.
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9. When all fields are complete, select Next to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end
of the page.

10. Selecting Actions and then Delete from the dropdown will delete the draft in progress and
route the user back to the tier 2 workspace page.

Workspace | System Accounts Directory

& system Information

WORKSBACE Draft
@ Entity Information
_ Test New Non Federal Account
QO Permissions Complete and submit this form to request a new system account. All fields are required for security review to
establish your account, unless marked as optional.
O Security Information
(O Authorization Edit Review Actions v

Entity
If this connection is for an entity with a current public er tration, please select the entity below. If this is not a
connection for an entity with a current public entity regi on please leave blank

Perspecta Enterprise Solutions LLC [x]

Other System Account Holder

For validation and ensuring account access, one more registered user is required to
validate this request. This user must be different than the one submitting the initial
more

This field requires a valid email address
Email

Cancel Previous m

11. Enter the specific permissions for the system account you wish to establish:

a. Review the previous section titled Permissions for Data Access to identify the specific
permission requirements for your system. If the requested permission is not properly
justified, the account request will be rejected.

12. Selecting Terms of Use will open a popup window that displays the full text of the terms of use
you will be asked to acknowledge and agree to upon system account submission.

13. When all fields are complete, select Next to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end
of the page.
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@ Systeminformation )
DL DA S Draft

© Entiy Informatian Teét New Non Federal Account

@ Permissions Complete and submit this form to request & new system acoount. All fields 2re required for security review to
=stsblish your scoount, unless marked s optional.

(C) Security Infarmation

I.':l Authorization Edit Ravizmw Actions

What do you need? | Termsofus=
Contract Opportunities

Amad Public

Read Sensithee

firite Public

‘Write Sansitie
Contract Data

Smad Puslic

irite

Read Dol Dats

Write Dol Dats
Entity Information

Read Public

Read FOUD

Smad Sensitive
Federal Hierarchy

Read Public Only

Read FOUD
Aszistance Listings
Reed Public
Wage Determinations

Read Public

Reference Data

Read Public

Camoel Frevious m

14, Enter the specific security information for the system account you wish to establish:

a. IPAddress: This should be the specific Internet Protocol (IP) address or addresses for
the system connecting. If the IP is masked by Classless Inter-Domain Routing (CIDR),
then the range should be entered here.

b. Type of Connection: Any connection the system will use should be selected, such as
REST API, SOAP, etc.

¢. Physical Location: The primary physical location of the system.
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d. Security Official: Your Entity’s System Security Officer (ISSO) or other security
personnel (NOT the GSA security reviewer).
15. When all fields are complete, select Next to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end

of the page.
@ systzm Information B
RHCSEACE L
Entity Information

@ Erey ot Test New Non Federal Account

@ Permissions Complete and submit this form to reguest & nevw systam scoount. All fields sne rsquired for security revdesto
esteblish your scoount, unless merked a5 aptional.

Q Autharization Edit Rimwimgs PActions W
IP Addresses
Add the: |P sddirszs|es) ussd by your systemn. All sysbem to system requescts musk come from one of these 1P
addresses. The sddress mey include & CIDR maskto allov for s renge of eddresses. Bomple: 155 195.0.0716

Type of Connection

Provide one or more connection types fior this system socoount.

v |
Physical Location
Examples The WS cumrmnty resic'=s in Ashbun, W ot XYE Dater Cantar
4
Security Official
Provide the name and =mail address of the individusl resporsible for the security

of the int=rfacing sysbem (the I550, for examplel

Mame

Email

Cancel Previous m

16. Enter the specific authorization for the system account you wish to establish. Supporting
Documentation can include Authority to Operate, Memorandum of Understanding, or other
official documentation showing the system meets security, privacy, and other federal
standards for data access.
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17. When all fields are complete, select Review to move to the next section. If you need to return to
the previous section, select the item from the table of contents or the Previous link at the end

of the page.

Waorkspace | System Accounts Directory

& Syst=mInformation
@ Entity Information
u Permissions

& Sccurity Information

NBHCDACE Dt
Complete and submit this form to reguest & neve system sccount. All fields are required for security review to
estublizh your scoount, unless merked as optional.

Edit Ry s Actions W
Supporting Documentation
Please sttwch amy edditional docurmentstion such s the cument AT (Authority to
Opereie] for the intesfacing system, orsigned For Official Use Only Terms of Use
more
Artschments
3 Drag and drop fil=s here, or brovss

Authorizing Official

| confirm that | &m the suthorizing official for the requested Systemn Account
end certify that all the provided informstion is cument snd comect
Mame
ot Yt Cartifieg
D=
ot Yt Cartifieg

Cancel Frevious Review

18. Before final submission, review the application. Select Edit to change or update any section.
19. The final Submit selection will be available after all sections show as completed.
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D

E System Information

=11 :E Draft
@ Friinfermesen Test New Non Federal Account
E Permissicns Complete snd submit this form to requast s new systen account. All felds are required for security review to

establizh your account, unless marked & optionel.

E Sacurity Infarmation

e Reiew st ftene v

System Information Bt
Uniqua Systern ID:Test Mew Non Fedarsl Accaunt
Interfacing System Name and Version: Test

Systzm Description and Function
Test

Entity Information # Eaie
Entity: Perspacts Enterprise Solutiors Lo

Other System Account Holder
Lathe Remekrishnan

Permiszions # Edit
Contract Opportunities:

Contract Data:

Entity Information:

Federal Hierarchy:

'Wage Determinations:

Bgsistance Listings
read public

Referanos Data:

Security Information Edit
IP Address:

195.193.0.0/15

Type of Connection:

SOAP APls

Phyzical Location:
Test

Security Official-
test
tashimt t

Authorization S Eie
Supporting Documentation

Mo files are gttoched to this goplication
Buthorizing Official

B | confirm that | am the suthorizing official for the requested System Account
and cartify that el the provided infarmetion is current end correct.

Measme:Test Non Fed

Date=Mow 20, 2020 10:2% am
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20. After selecting Submit, the user will be routed to accept the terms of use.

Workspace  System Accounts Directory

a System Infarmation

(/] Organization Information Test New Account System Accou nt Request

0 Permissions Complete and submit this form to request 3 new system account. All fields are required for security review to
establish your account, unless marked as optional.
o Security Information

i Review s fetiens v

System Information # Edit
Unique System ID:Test New Account System Account Request
Interfacing System Name and Version:test data being entered

System Description and Function
Ne actual connection will be established - this is test text only.

21. You must review all sections included in the terms of use document.
22. At the end of the review, you must accept the terms of use through a one-time password sent
to the email address of your user account.

A sAMEDy
TERMS OF USE

You have requested access to

For Official Use Only (FOUOQ) Information

It is important to read and adhere to the terms of use.

ACCEPTABLE USE POLICY

| accept the responsibility for the information and U.S. Federal Government system to which | am granted access and will not exceed my authorization
level of system access. | understand that my access may be revoked or terminated for non-compliance with Government security policies. | accept
responsibility to safeguard the information contained in these systems from unauthorized or inadvertent modification, disclosure, destruction, and use. |
understand and accept that my use of the system may be monitored as part of managing the system, protecting against unauthorized access and verifying
security problems. | agree to notify the appropriate organization that issued my account(s) when access is no longer required.

PRIVACY ACT STATEMENT
23. After accepting the terms of use, the user will be routed back to the tier 2 workspace page.
24. The submitted account request will appear in the results section with a status of “Pending
Review”. Continue to the Review States section below for more on the workflow steps the
request will go through.

Review States

The most current status of a system account can be seen through the tier 2 workspace page. If at any
point a system account request is rejected, the request will be moved back to draft for editing and, if
desired, resubmission.
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All changes to status are recorded in the history of the system account request and email notifications
to both the submitter and those reviewing are sent automatically.

The following status and workflow is used for approvals.

1. DRAFT: User that submitted the account and the Other System Account Holder listed on the
account can edit the draft.

2. PENDING REVIEW: The Other System Account Holder listed on the account will review and
approve (or reject) the system’s business need to access the data requested in the format
requested.

3. PENDING PERMISSIONS REVIEW: GSA check of the account’s requested data access

4. PENDING APPROVAL: GSA security review

5. PUBLISHED: The request has been approved and the account can now be used to access the
data.

U. S. General Services For more information about the IAE,
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Obtaining a System Account Password and APl Key

Please check the open.gsa.gov standards for the calls and connections your system intends to make to
the site. These documents will explain if a system account password, a system account API key, or both
are needed. If needed, after the system account has been approved:

1. Login and navigate to your main workspace from the header.
2. Select System Accounts from the widgets to go to your detailed system accounts view.

System Accounts

2 4 1 0 0

ACTIVE DRAFT CHANGE REQUEST PEMDING DEACTIVATED

3. Navigate to the system account to set its password. A system account password is used to
validate the account for specific SOAP connections as detailed on open.gsa.gov, and is
required to generate an API key for the account.

4. Select the name of the system account, which will open the account details page.

System Afcounti Diretary

Keyward

System Accounts

Braft Aetions s

Administrator | Manager

Domaing

Testing Organization Level

Entity information Organization Domain

5. Navigate to the section labelled System Account Password to create a password for the
account. The password should meet the following requirements:

Be at least 12 characters

Have at least 1 uppercase character

Have at least 1 lowercase character

Have at least 1 numeric digit

Have at least 1 special character: |@#$%"&*_+

® o0 Ty
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f. Should not contain part of the System Account name
g. Should not be a common or generic password
h. Should not be one of the past 24 passwords that were used on the account

System Account Password

Hew Password Required
| Passwords must:

Be ak leask 12 charscters

Hawe at least 1 uppercase charscter
Confirm Password Required PR

Haee st least 1 lowercase characher
Have at least 1 numerig -\:IF t
Have ot least 1 special characher: @550 L -+

6. Once a password has been provided that successfully meets the parameters, select Save. A
success message will appear, and options to reset the password are shown for changing the
password in the future.

System Account Password

o Success ©

Password has been successfully set!

© Reset Password : : Forgot Password

Current Password Required

Passwords must:

Be at least 12 characters
New Password Required Have at least 1 uppercase character

Have at least 1 lowercase character

Have at least 1 numeric digit

Have at least 1 special character: |@#5%M&"-+
Confirm Password Required

|:| Show Pazsword

7. Once the password has been set, you will be able to generate an API key for the account by
selecting Generate API Key in the section below on the same page.
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Public APl Key

Public application programming interface (API) key is required to access and use available APls on beta.SAM.gov
Generate APl Key

8. Enter the system account password and select Submit.

o
Enter password

Fleasze enter your System Password to see the AP key

|:| Show Password

9. Your password will be validated to ensure that it matches the password on the account. When
the validation passes, the API key is generated and displayed on the screen.

Public APl Key

Public application programming interface (AP1) key is required to access and use available APls on beta.SAM.gov

Expiresin 89 days | @ )

10. The API key will be hidden when you navigate to this page in the future. To display the key,
select the eye icon and enter your password to view the key.

Public API Key

Public application programming interface (API) key is required to access and use available APls on beta.SAM.gov

Expiresin 89 days | +rsressssesssesssseasss @

11. API keys expire every 90 days. You will receive email notifications beginning 15 days prior to
the expiration of the APl key. A backup API key is generated on the 75th day. Both the backup
and primary key will work during the 15-day window before expiration and will be available on
the System Accounts detail page. The primary key will expire after this 15-day window and the
backup key will become the primary key at that point.
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Public APl Key

Public application programming interface (API} key is required to access and use available APls on beta.SAM.gov
Expiresin 6 days mrmmmrn AT e @&
Expiresin 80 days | "rrrrTrRTEmTsssmassasaass @&

Reset System Account Password

You must reset the password on the account every 90 days to continue using the account. You will

receive notifications prior to the expiration of the password that will contain a link to the system
account details page.

donotreply@sam.gov Mon, Oct 5, 5:15 AM (2 days ago) 3¢ Lot i
to I ~

The password on your system account, I -~ I . /il cxpire in 11 day(s). IT the
password expires, your system account will not be able to connect. Please use the Reset/Forgot Password option and reset the password to
continue using the system account.

By signing in you can see your system accounthere.
If you have additional questions, please review the Learning Center here.
If you feel this email was sent in error please contact your administrator.

This email was sent from alpha.SAM.gov

Alternately, you can locate the system accounts details page by selecting System Accounts from the
widget in your workspace, then selecting the name of the system account from your tier 2 workspace.

S}IStEI'I"I Accounts

(2 ) (& 1 0 0

ACTIVE DRAFT CHANGE REQUEST PEMDING DEACTIVATED
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poace Syitem Adcounts Diredtory

Keyward

System Accounts

® Sheoning 1 - T ol T eesulis St By Unigue Account 1D o | |'-_ m

Draft

Administrator | Manager

Domaing

Assistance Listings B = s
' Testing Organization Level
Contract Data
Mot really - nd actwal connection
Contract Opportunities

Endity indormastion Organization: Domain:
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1. Onceyou are on the system accounts details page, locate the password section and select
Reset or Forgot password option

System Account Password

@ Reset Password : : Forgot Password

Current Password Required

Passwords must;

Be at least 12 characters
New Password Required Have at least 1 uppercase character

Have at least 1 lowercase character

Have at least 1 numeric digit

Have at least 1 special character: |@#5% "+
Confirm Password Required

|:| Show Pazsword

2. Use the Reset Password function if you know the current password on the account. Enter your
current password, the new password, and confirm the new password. To complete the
process, select Save, which will formally validate and process the request.

System Account Password

Select one of the options below

@ Reset Password : : Forgot Password

Current Password Required
| Passwords must:

o Beat lzast 12 characters
Mew Password Required o Have at least 1 uppercase character

- - o Have at least 1 lowercase character
............... o Have at least 1 numeric digit

o Have at least 1 special character: |@#5%0 8™+

Confirm Password Required

|:| Show Password

3. Use the Forgot Password function if you do not know the current password on the account.
First, select to receive a one-time password (OTP). This will send an email to the logged in user.
Enter this OTP into the prompt along with the new password that you wish to use. Confirm the
new password and select Save.
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System Account Password
Select one of the options below

: : Reset Password @ Forgot Password

One Time Password (OTP)
Enter the One Time Password you received in your email

Did something go wreng? Request again

New Password Required
Confirm Password Required
|:| Show Password

System Account User Guide

Passwords must:

,,BE atleast 12 characters

vHave at least 1 uppercase character
Have at least 1 lowercase character

Have at least 1 numeric digit

«Have at least 1 special character: |(@#5%"&"-+

4. Once you receive a success message, your password has been changed and you will be able to
use the new password with future system calls.
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After publication of the system account, you can submit a “change request” to update any details in
the submitted system account. This will trigger a review process similar to the original submission to
ensure compliance with all required elements.

To submit a change request:
1. Loginto the site with the account associated with the system account.
2. Navigate to your main workspace from the header on any page.
3. Select System Accounts from the widgets to go to your tier 2 workspace for system accounts.

System Accounts

,

( 2

ACTIVE

4

DRAFT

1

CHANGE REQUEST

0

PEMDING

0

DEACTIVATED

4, Use any of the filters to search your system accounts for the account which needs updating.

Keyword

e

e s
LI RF

Gold CR test

Syst

Administrator [ Manager

pe 3 name or emal

Domains

[] Assistance Listings

|| Reference Data

|:| Wage Determiniztions

o
A

m Accounts

® ‘ Showing 1-1of 1 results

Published

Gold CR test

test

Organization:
GEMERAL SERVICES ADMINISTRATION

SortBy | Unique Account 1D

'

-

Expires:

Oct 16, 2020

Domain:

Actions W

Contract Opportunities

5. Select Request Changes from the Actions dropdown.
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Keyword ORKSPACE

Gold CRtest Sy m Accounts

Administrator [ Manager

Type a name or emil % ‘ Showing 1- 1 of 1 results SortBy | Unique Account ID V‘ 155 ‘

Domains Published Actions wr
[ Assistance Listings

— Gold CR test X Delete

|| Contract Data

. # Re s

[ ] contract Opportunities test & Request Changes

[ ] Entity Infarmation Organization: Expires:

|—| Federal Hierarchy GEMNERAL SERVICES ADMINISTRATION Oct 16, 2020

— Domain:

[_J Reference Data Contract Opportunities

| Wage Determiniations

6. This will allow you to make changes to the account details and submit for approval. Once the
changes have been approved, the account will inherit the same system account password and
API key as the original account.

» System Information Ch Request
) PR ange Requ

o Organization Information Gold CR tes.t

o Permissiens Complete and submit this form to request a new system account. All fields are required for security review to
establish your account, unless marked as optional.

o Security Information

o Authorization Edit Review Peare o

System Account Mame
Provide a unique name for your new system account.

Gold CR test

Interfacing System Name and Version
Provide the name and version of the system that will be connecting to SAM.gov.

test
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Renew System Accounts

For security purposes, GSA annually renews system accounts to verify that the details of the account,
agreements, and POCs are kept current and accurate.

For new System Accounts, the account’s expiration date will be set to 1 year from the date of final
approval. If you submit a change request to your account, the account’s expiration date will be
changed to 1 year from the date of final approval of the change request. You will receive email
notifications starting 30 days prior to the expiration date of the account to remind you to renew your
account.

To renew a System Account:
1. Loginto the site with the account associated with the system account.
2. Navigate to your main workspace from the header on any page.
3. Select System Accounts from the widgets to go to your tier 2 workspace for system accounts.

System Accounts

(2 ) ( a 1 0 0

ACTIVE DRAFT CHANGE REQUEST PEMDING DEACTIVATED

4. Use any of the filters to search your system accounts for the account which needs to be
renewed. Alternatively, you can click on the link provided in the email notification that you
received to view the details of the System Account that needs to be renewed.

Keyword WORKSPACE

testnd System Accounts

Administrator | Manager

Type 2 I -« | Showing1-1of1 results SortBy | Unigue AccountID v & ‘
ype a name or emai

] Published Actions W
Domains

"] Assistance Listi .
__| Assistance Listings Test no permissions

\_| Contract Data
test

| Contract Opportunities

("] Entity Information Organization: Expires:
. MIKE TEST 479958 Dec 20,2020
|| Federal Hierarchy Domain:
[ Reference Data Contract Opportunities, Federal Hierarchy
\:l Wage Determiniations
U. S. General Services For more information about the IAE,
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5. The Actions dropdown will display the option “Renew Account” if the Account will expire
within 60 days. Select this option to renew your account.

Keyword WORKSPACE
\testno \ System Accounts
Administrator { Manager
. - Showing 1 - 1 of 1 results Sort By | Unigue Account ID v (B New Account
Type a name or email
; Published Actions v
Domains
[ ] Assistance Listings ® Delete

Test no permissions

:\ Contract Data
. N test (& Request Changes
_\ Contract Opportunities

] Entity Information Organization: Expires:
MIKE TEST 479958 Dec 20, 2020

|| Federal Hierarchy Domain:

:\ Reference Data Contract Opportunities, Federal Hierarchy

[ ] Wage Determiniations

6. This will allow you to review the account details and submit for approval. If you wish to edit
the details for any of the sections, you can click on the edit button to make changes and then
submit for approval.

» System Information
WORKSPACE Change Request

o Organization Information

Test no permissions

Q Permissions Complete and submit this form to request a new system account. All fields are required for security review to
establish your account, unless marked as optional.
o Security Information

e Authorization Edit Review Submit Actions v

System Information & Edit

Unique System ID:Test no permissions
Interfacing System Name and Version:Test NP

System Description and Function
test

Organization Information & Edit

Department:General Services Administration
Agency:Federal Acquisition Service
Office:Mike Test 479958

System Account Administrators
Latha Ramakrishnan

System Managers

Permissions & Edit

Contract Opportunities:
read public
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7. You will receive a notification when the account receives the final approval from GSA
Security Approver. When you log back into the system you will notice that the expiration
date has been extended to another year and the account is renewed.

Keyword WORKSPACE

testnd System Accounts
Administrator / Manager

Type a name or email || SEE=A G SortBy | UniqueAccountID V‘ Iz ‘

Published i
Request Types Actions v
B Lomn Test no permissions
|:\ Federal
test
Domains Organization: Expires:
|:‘ Assistance Listings MIKE TEST 479958 Nowv 20,2021
- Domain:
[ Contract Data Contract Opportunities, Federal Hierarchy
[ ] contract Opportunities
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