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OFFICE OF THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON Jan 17,2025
WASHINGTON, DC 20301-1000

Department of Defense
OFFICE OF PREPUBLICATION AND SECURITY REVIEW
January 15, 2025

MEMORANDUM FOR SENIOR PENTAGON LEADERSHIP
DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS

SUBJECT: Implementing the Cybersecurity Maturity Model Certification (CMMC) Program:
Guidance for Determining Appropriate CMMC Compliance Assessment Levels and
Process for Waiving CMMC Assessment Requirements

The defense industrial base (DIB) is the target of recurrent and progressively
sophisticated cyber attacks targeting Controlled Unclassified Information (CUI) and Federal
Contract Information (FCI) processed in, stored on, or transmitted over nonfederal unclassified
information systems. These attacks threaten Department of Defense (DoD or Department)
mission execution, reduce warfighting capabilities, weaken American technological superiority,
and exfiltrate intellectual property and national security information. The Department is
undertaking multiple efforts to reduce the risk of cyber attacks to DIB businesses.

Defense contractors and subcontractors are required to safeguard unclassified nonpublic
information by applying specified network security requirements, as defined in DoD Instruction
8582.01, Security of Non-DoD Information Systems Processing Unclassified Nonpublic DoD
Information, which includes identified CUI and FCI that resides in or transits contractor
unclassified information systems. Title 32 of the Code of Federal Regulations (CFR) § 2002
describes requirements for adequate safeguarding that, in the context of Defense contracts, are
implemented through Defense Federal Acquisition Regulation Supplement (DFARS) clause
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting. This
clause applies to contracts that require the processing, storing, or transmitting of CUI on
contractor-owned information systems.

To enhance the security of DoD information and reduce the risk of cyber attacks to DIB
businesses, the Department established the Cybersecurity Maturity Model Certification (CMMC)
Program. The final CMMC Program rule was published to the Federal Register on October 15,
2024 and is codified in Title 32 CFR Part 170. The CMMC Program requires pre-award
assessment of covered contractor information systems against prescribed cybersecurity standards
for sateguarding CUI or FCI. The CMMC Program will implement pre-award assessments of
contractor compliance with the appropriate information safeguarding requirements. Title 32
CFR § 170 defines applicability of CMMC requirements and Title 48 CFR DFARS provisions
and clauses will implement those requirements.

Upon publication of the final Title 48 CFR DFARS rule, 2019-D041, Program Managers
and requiring activities shall include the need for CMMC assessments in procurement request
and requirement documents in accordance with phase-in timelines described in Title 32 CFR §
170.3. Attachment 1 to this memorandum provides Program Managers and requiring activities
guidance to apply when determining the appropriate CMMC assessment level to include in each
DoD solicitation and contract. Service and Component Acquisition Executives are authorized to
waive inclusion of CMMC assessment requirements in DoD solicitations. Waivers are discussed
in Attachment 2.
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At the conclusion of the phase-in period. Program Managers and requiring activities will
designate a CMMC level for each contract. as appropriate. according to attributes of the
information that will be processed, stored, or transmitted on covered contractor information
systems, as described in Attachment 1. Service and Component Acquisition Executives may,
after following approved procedures, waive CMMC assessment requirements, as described in
Attachment 2. A waiver of CMMC assessment requirements does not affect the underlying
security requirements, or current policy, that may apply (including, but not limited to, Federal
Acquisition Regulation (FAR) clause 52.204-21 and DFARS clause 252.204-7012), which will
remain in effect.

Finally. when a requirement is expected to result in award of a non-FAR based grant or
other legal agreement, Program Managers and requiring activities are still expected to follow the
CMMC Level Determination Guide (Attachment 1) to select an appropriate CMMC level
requirement.

The Office of the DoD Chief Information Officer intends to incorporate the attached
policies into one or more DoD Instructions, as appropriate. Additionally. the Department will
revise DoD Instruction 8582.01 to provide guidance for applying the enhanced protections
provided by National Institute of Standards and Technology (NIST) Special Publication (SP)
800-172, which are carried forward in CMMC Level 3. The CMMC Program Management
Office is the point of contact for this effort: osd.pentagon.dod-cio.list.cmmc-mbx@mail.mil.
The Office of the Under Secretary of Defense for Research and Engineering will publish and
maintain a guidebook with additional details for the application of NIST SP 800-172 at
https://aaf.dau.edu/guidebook.
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Attachment 1
Cybersecurity Maturity Model Certification Level Determination

Defense Federal Acquisition Regulation Supplement (DFARS) clause 252.204-7012 and
Federal Acquisition Regulation (FAR) clause 52.204-21 establish the cybersecurity requirements
for FAR-based contracts. Title 32 of the Code of Federal Regulations (CFR) § 170.3 (e)
describes a phased implementation plan for assessment of compliance with these requirements
under the CMMC Program.

Program Managers and requiring activities shall follow the CMMC Program
implementation phases defined in Title 32 CFR § 170.3(e). Upon publication of the final Title
48 CFR DFARS rule, 2019-D041, all procurement requests that may result in a contract where
the contractor or a subcontractor. at any tier. may have Federal Contract Information (FCI). as
defined in FAR clause 52.204-7021, residing in or transiting through its information system shall
include CMMC Level 1.

One year after publication of the DFARS rule, Program Managers and requiring activities
shall also begin to require CMMC Level 2 certification assessments. when appropriate. In two
years, Program Managers and requiring activities shall begin to implement CMMC Level 3
certification assessment requirements, when appropriate.

In accordance with DFARS Procedures, Guidance. and Information 204.7303-1(b)(1). the
requiring activity must notify the contracting officer when an effort is expected to result in a
contract, task order, or delivery order that will involve covered defense information (including
Controlled Unclassified Information (CUI)) or operationally critical support. Covered defense
information is defined in DFARS clause 252.204-7012. In order to appropriately apply
information safeguarding requirements, when the effort will involve CUI, the requiring activity
must also identify whether CMMC Level 2 self-assessment of certification assessment is the
minimum requirement. Contacting Officers will rely on information provided by the requiring
activity to communicate the applicable CMMC level requirements to offerors and contractors.

CMMC Level 3 assessments shall be required when DoD policy requires the application
of National Institute of Standards and Technology (NIST) Special Publication (SP) 800-172.
The enhanced protections of NIST SP 800-172 must be applied to safeguard CUI associated with
mission critical or unique technologies and programs. Program Managers and requiring
activities must also carefully consider the risks associated with the security of the subcontractors’
nonfederal information systems in the multi-tier supply chain and provide additional solicitation
guidance regarding the extent to which CMMC Level 3 requirements must be flowed down.

The Department is updating DoDI 8582.01. Security of Non-DoD Information Systems
Processing Unclassified Nonpublic DoD Information, and is developing a Defense Acquisition
University guidebook. to include guidance for applying NIST SP 800-172.

DoD Program Managers and requiring activities will use the following CMMC Level
Determination Guide to identify the appropriate CMMC level for a given contract. When a
contract effort will result in CUI being processed. stored. or transmitted on a contractor
information system that meets multiple CMMC level determination criteria, Program Managers
and requiring activities shall select the highest applicable CMMC level. The guidance
contained herein addresses the minimum required assessment levels and does not preclude
selection of a higher CMMC level requirement when security needs dictate.
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Until supplanted by a DoD Instruction, this CMMC Level Determination Guide defines the
minimum CMMC level requirement. Other DoD policies, regulations, or security concerns may
necessitate selection of a higher CMMC level requirement. Service and Component Acquisition
Executives may issue supplementary guidance to ensure CMMC requirements are consistently
applied, in particular for CMMC Level 3 Certification assessments. Flow-down requirements for
all other CMMC assessment requirements are defined in Title 32 CFR § 170.23.

CMMC Level Determination Guide

CMMC Level 1 CMMC Level 2 CMMC Level 2 CMMC Level 3
(Self-Assessment) (Self-Assessment) {Certification) {Certification)

Criteria

CAE: Component Acquisition Exscutive
CUI: Controfied Unclassified Information
FCI: Federal Contract Information

PM: Program Maneger

SAE: Service Acquisition Executive

CMMC Level 1 (Self-Assessment) — Assessed against the FAR clause 52.204-21:

e FAR clause 52.204-21 applies to FCI. This clause does not apply to information provided by
the Government to the public, such as on public websites, or simple transactional
information, such as is necessary to process payments.

e If the planned contract, task order, or delivery order may require the contractor (or
subcontractors at any tier) to process, store, or transmit only FCI in its information system,
the appropriate assessment requirement is CMMC Level 1 Self-Assessment.

CMMC Level 2 — Assessed against the NIST SP 800-171:

o DFARS clause 252.204-7012 applies when CUI will be processed, stored, or transmitted on
contractor-owned information systems in the performance of a DoD contract and flows down
to subcontracts, or similar contractual instruments, as described in DFARS clause 252.204-
7012,

o If the planned contract will require the contractor (or subcontractors) to process, store, or
transmit CUT on a contractor-owned information system, compliance must be assessed
against NIST SP 800-171 requirements.

o CMMC Level 2 (Self-Assessment) is the minimum assessment requirement for CUL
It is sufficient only for CUI outside of the National Archive’s CUI Registry Defense
Organizational Index Grouping. Category markings and definitions may be found on
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the CUI Registry at https://www.archives.gov/cui. The Program Manager may
clevate the CMMC level if there is high risk to the confidentiality, integrity, or
availability of the CUL

CMMC Level 2 (Certification) is thc minimum assessment requirement when the
planned contract will require the contractor (or subcontractors) to process, store, or
transmit CUI categorized under the National Archive’s CUI Registry Defense
Organizational Index Grouping. Category markings and definitions may be found on
the CUI Registry at https://www.archives.gov/cui. CMMC Level 2 certification
assessment is performed by third-party assessors employing the methods described in
NIST SP 800-171A.

CMMC Level 3 (Certification) — Asscssed by DoD officials against select controls in NIST SP

800-172:

The enhanced protections of NIST SP 800-172 must be applied to safeguard mission critical
or unique technologies and programs associated with the following tactors/scenarios.
Compliance with NIST SP 800-172 is a significant cffort. Program Managers and requiring
activities must carcfully consider the nced for safeguarding of the particular CUI to be shared
and avoid overusc of the CMMC Level 3 requirement.

o

(@]

CUI associated with a breakthrough. unique, and/or advanced technology;

Significant aggregation or compilation of CUI in a singlc information system or IT
environment; and

Ubiquity — when an attack on a single information system or IT environment would
result in widespread vulnerability across DoD.

The Office of the Under Secretary of Defense for Research and Engincering will publish and
maintain a guidebook with additional details for the application of NIST SP 800-172 at
https://aaf.dau.cdw/guidebook.

If the planned contract will require the contractor (or subcontractors) to process, store, or
transmit CUI that requires enhanced protections provided by NIST SP 800-172, then the
minimum assessment requirement is CMMC Level 3 (Certification).

o

DoD Program Managers and requiring activitics will determinc if a contract cftort
requires the contractor (or subcontractors) to process. store, or transmit CUI within
nonfederal unclassified information systems pertaining to the essential technology
clements identified for prioritized protection through application of the NIST SP 800-
172 requirements described in DoD Instruction 8582.01.

When CMMC Level 3 is warranted. a Sccurity Classification Guide must be provided
to communicate any CUI distribution limitations or instructions and allow for the
segregation of information such that information that need not be covered by CMMC
Level 3 can be handled appropriately at levels below CMMC level 3 throughout the
supply chain. Failure to do so may result in the CMMC Level 3 requirements being
unnccessarily flowed down to all sub-tiers at significant cost to the program.
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ATTACHMENT 2
CYBERSECURITY MATURITY MODEL CERTIFICATION WAIVER
APPLICABILITY AND REPORTING REQUIREMENTS

Program Managers or requiring activities may request Service Acquisition Executive
(SAE) or Component Acquisition Executive (CAE) approval to waive CMMC assessment
requirements that would otherwise apply (including invoking lesser CMMC assessment levels),
within the parameters below, or as supplemented by policies that SAEs or CAEs may issue. All
CMMC waiver requests must be coordinated through the component Chief Information Officer
(CIO) prior to SAE or CAE approval. For programs under Defense Acquisition Executive
(DAE) oversight, Program Managers shall coordinate waiver requests through the component
CIO. Program Executive Ofticer. CAE or SAE. and the Office of the DoD CIO at
osd.pentagon.dod-cio.list.cmmc-mbx@mail.mil prior to DAE approval.

CMMC waivers may be requested and approved for an individual procurement or a class
of procurements, and waivers will impact only whether CMMC assessments must be included in
solicitation documents and resultant contracts. CMMC assessment waivers do not affect the
underlying security requirements of Federal Acquisition Regulation (FAR) clause 52.204-21,
Defense Federal Acquisition Regulation Supplement (DFARS) clause 252.204-7012, or National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-172, when
applicable pursuant to DoD policy. All agencies are required by Title 32 of the Code of Federal
Regulations (CFR) § 2002 to use NIST SP 800-171 when establishing requirements to protect
Controlled Unclassified Information (CUI) on nonfederal information systems. Refer to DoD
Instruction 8382.01. Security of Non-DoD Information Systems Processing Unclassified
Nonpublic DoD Information, for additional guidance on security of non-DoD information
systems processing unclassified DoD information.

Waiver Reporting Requirements:

SAEs and CAEs will report CMMC waiver data quarterly to the Under Secretary of
Detense (USD) for Acquisition and Sustainment, the USD for Intelligence and Security, the
USD for Research and Development, and the Office of the DoD CIO. Reports can me made via
postings to osd.pentagon.dod-cio.list.cmmc-mbx@mail.mil. The report will enumerate all
contracts awarded with CMMC assessment requirements waived, by the certification level that
would otherwise have applied, and will identify common Product Service Codes or other
relevant information that may explain market circumstances necessitating such assessment
waivers.

Phase-In of CMMC Assessment Requirements, Including Waiver Process:

Program Managers and requiring activities should identify information security requirements
for the types of information most likely to be associated with the planned contract effort. When
market research indicates that including a CMMC assessment requirement may impede ability to
generate robust competition or delay delivery of mission critical capabilities, the SAE, CAE. or
DAE may approve requests to waive inclusion of CMMC assessment requirements. SAEs and
CAEs must carefully weigh the risk of potential loss of CUI associated with mission critical
capabilities before granting a waiver. SAEs and CAEs must recognize the following waiver
limitations and may supplement this guidance with specific information, formatting, and
coordination requirements.
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3.

CMMC Level 1 requirements: CMMC Level 1 is a self-assessment requirement designed
to provide added insight into or assurance of the offeror’s compliance with requirements
defined in FAR clause 52.204-21 for the safeguarding of Federal Contract Information
(FCI). This is the most basic level of cybersecurity posture. There are no circumstances
likely to warrant approval of requests to waive CMMC Level 1 requirements.

CMMC Level 2 requirements: CMMC Level 2 can be a self-assessment requirement or
an independent third-party assessment.

a. Effective September 29, 2020, DFARS Subpart 204.73, Safeguarding Covered
Defense Information and Cyber Incident Reporting, was amended to require the
inclusion of DFARS clause 252.204-7019, Notice of NIST SP 800-171 DoD
Assessment Requirements, in all solicitations. except those solely for the
acquisition of commercial off-the-shelf items. This provision requires offerors to
provide a current NIST SP 800-171 Dol> Assessment on record. prior to contract
award. whenever the offeror is required to implement NIST SP 800-171, pursuant
to DFARS clause 252.204-7012. Due to this pre-existing minimum requirement
for a Basic self-assessment under DFARS 252.204-7019 and the ability to
establish corrective Plans of Action and Milestones. there are no circumstances
likely to warrant approval of requests to waive CMMC Level 2 self-assessment
requirements.

b. In rare circumstances. such as when seeking competition from non-traditional
DoD sources, waivers may be warranted for CMMC Level 2 third-party
assessment requirements. Such waivers are not appropriate for contracts
requiring performance by a cleared defense contractor. Approved waivers on a
class basis must include a planned expiration date and guidance for requiring
CMMC certification in subsequent solicitations. In all such cases, the solicitation
must include a requirement to submit alternate protection plans for securing FCI
or Controlled Unclassified Information (CUI) data. The alternate protection plans
must be evaluated as part of the selection process.

CMMC Level 3 requirements: Level 3 requirements are intended to protect CUI
associated with the Department’s mission critical technologies and programs and result in
an assessment performed by the Defense Contract Management Agency’s Defense
Industrial Base Cybersecurity Assessment Center. In rare circumstances, waivers may be
warranted for CMMC Level 3 third-party assessment requirements: such waivers,
however, are not appropriate for contracts or work statements requiring access to both
unclassified and classified DoD information.
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