
To Assist in Development of the System Security Plan and Plans of Action 
 
As noted in the Director of Defense Pricing/Defense Procurement and Acquisition Policy (DP/DPAP) 
memorandum, Subject: Implementation of DFARS Clause 252.204-7012, Safeguarding Covered Defense 
Information and Cyber Incident Reporting, dated September 21, 2017, “To document implementation of 
the NIST SP 800-171 security requirements by the December 31, 2017, implementation deadline, 
companies should have a system security plan in place, in addition to any associated plans of action to 
describe how and when any unimplemented security requirements will be met, how any planned 
mitigations will be implemented, and how and when they will correct deficiencies and reduce or 
eliminate vulnerabilities in the systems.” 
 
The system security plan (SSP) is a security requirement specified in NIST SP 800-171 Revision 1 (Security 
Requirement 3.12.4). Plans of Action, specified in security requirement 3.12.2, are used to correct 
deficiencies and reduce or eliminate vulnerabilities in information systems. As noted in NIST SP 800-171 
Rev 1 (see chapter 3, Requirement 3.12.4, footnote 26): "There is no prescribed format or specified level 
of detail for system security plans. However, organizations must ensure that the required information in 
3.12.4 is appropriately conveyed in those plans."    The required information, per 3.12.4, is a description 
of the "system boundaries, system environments of operation, how security requirements are 
implemented, and the relationships with or connections to other systems." 
 
As noted, there is no prescribed format, and organizations can document the system security plan and 
plans of action in any chosen format.  Plans can be a separate document or a collection of various 
documents including documents that already exist, using references where more detailed information 
can be obtained and reducing documentation requirements.  But for those who prefer a format to get 
started, NIST does provide a “sample” SSP template in Appendix A to NIST SP 800-18 Rev 1 "Guide for 
Developing Security Plans for Federal Information Systems”, 
http://dodprocurementtoolbox.com/cms/sites/default/files/resources/2017-
12/nistspecialpublication800-18r1.pd%20SSP.PDF , but, as also noted in the appendix, this is just a 
sample - there is no prescribed or mandatory format. 
 
There are several aids that are available to assist in assessing your system and assembling the 
information for the SSP and plans of action: 
 
• NIST Handbook 162, NIST MEP Cybersecurity Self-Assessment Handbook For Assessing NIST SP 800-

171 Security Requirements in Response to DFARS Cybersecurity Requirements 
http://dodprocurementtoolbox.com/cms/sites/default/files/resources/2017-
12/NIST%20MEP%20Handbook%20for%20NIST%20SP%20800-171.pdf  

o The Handbook is the most accessible of the documents, and helps the non-practitioner to 
understand the requirement and how to determine whether they meet it.  It also assists in 
identifying information that should be included in both the SSP and any plans of action.  Its 
intended audience is the small manufacturer, but it’s a useful resource for any company – 
particularly small businesses – in assessing their system and completing an SSP. 

• Draft NIST Special Publication (SP) 800-171A, Assessing Security Requirements for Controlled 
Unclassified Information 
http://dodprocurementtoolbox.com/cms/sites/default/files/resources/2017-11/sp800-171A-
draft.pdf   

o The Draft NIST SP 800-171A is a more formal assessment guide that a security practitioner 
might use.  While still in draft, it is not likely to change substantively.  Especially useful is the 
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Supplemental Guidance in Appendix D that provides additional information on each NIST SP 
800-171 requirement. 

• DHS Cyber Security Evaluation Tool (CSET) 
o The DHS CSET tool CSET is a no cost application developed by the DHS’s Industrial Control 

Systems - Cyber Emergency Response Team (ICS-CERT), guiding one through a step- by-step 
process to evaluate systems security practices against various standards, including NIST SP 
800-171. The CSET tool presents the assessment results in both summary and detailed form, 
to include creating an SSP.  Download at https://ics-cert.us-cert.gov/Downloading-and-
Installing-CSET 
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