Cybersecurity Evaluation Tool (CSET) Tool

e CSET is a no cost application developed by the DHS’s Industrial Control
Systems - Cyber Emergency Response Team (ICS-CERT)

— The tool provides a systematic approach for evaluating an organization’s
security posture by guiding asset owners and operators through a step-
by-step process to evaluate their industrial control system and information
technology network security practices.

— To use the assessment tool, users select one or more government and
industry recognized cybersecurity standards, including NIST SP 800-171.
CSET then generates questions that are specific to those requirements
and presents the assessment results in both summary and detailed form.

* Download at https://ics-cert.us-cert.gov/Downloading-and-Installing-CSET
or to request a physical copy of the software, contact cset@dhs.gov

» Select “Advanced Mode” which will provide the option to select NIST 800-171
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